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   3 CH. Prerequisite  

 0403171 Cybersecurity Fundamentals 0 6  0401151 

This course provides an overview of various cybersecurity issues. The topics include risk assessment and 

management, Cybersecurity terminologies, IT security, operation security, Authentication (access control), data 

integrity, Network Vulnerabilities, Attacks, Threats, Cryptography, Defense, and security standard and laws. 

 

   3 CH. Prerequisite  

 0403221 Cybersecurity programming 0 6      0401122 

This course provides students with programming skills in the field of information and network security. This course 

also provides students with good knowledge in network programming using sockets, web connecting libraries, 

threading programming, exceptions, I/O streaming in python. It also provides students with the required 

knowledge about memory management and system calls in C language. Students will learn about different types of 

vulnerabilities resulting from bad programming approaches such as buffer overflow attacks. It will also introduce 

memory management and system calls in assembly. 

 

   3 CH. Prerequisite  

 0403222 Cybersecurity programming lab 0 6 0403221* 

This course introduces beginning programming skills in the field of information and network security. The students 

can develop useful programs while learning the basics knowledge of network programming. This course also 

provides the principle of elements object-oriented technique. By learning the course topics, the student will be 

able to perform network programming using sockets, web connecting libraries, threading programming, 

exceptions, I/O streaming in python. 

 

   3 CH. Prerequisite  

 0403242 Network security Defense 0 6      0401241 

This course provides knowledge about network monitoring, packet capturing, traffic analysis methods and tools, 

IDS architectures. The course also covers Current intrusion detection techniques and their types, Firewalls, 

wireless, and machine learning IDS using current IDS tools. 

   3 CH. Prerequisite  

 0403251 Data and software security 0 6      0403171 

This course provides students programming skills in the field of software security development. This course also 

provides students with good knowledge in security architecture in some languages such as Java Security 

Architecture (JSA), writing permissions and policies files, using security libraries to provide security, key stores and 

key stores management in multiple languages like python and Java. This course also provides students with 

knowledge about code vulnerabilities and some memory attacks using C and Assembly. 

 

   3 CH. Prerequisite  

 0403271 Cryptography Theory 0 6      0903281 

This course provides comprehensive knowledge of the types of Symmetric and Asymmetric encryption Crypto-

analysis. Public ,and private key encryption, and Block ciphers. The Diffie-Hellman  encryption, principles and 

details for the RSA algorithm, principles and basic mathematics for secret sharing schemes and visual 
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cryptography, the principles of authentication, zero-knowledge proof systems, cryptanalytic attacks and brute-

force attacks. 

 

   3 CH. Prerequisite  

 0403272 Data and security analytics 0 6     0403171 

This course discusses foundations of data analytics, Discovering patterns and trends in cybersecurity incident data. 

The course focuses on the areas of fraud detection and communication monitoring, examines the social effects of 

population growth Big data enables knowledge, surveillance, monitoring,  and behavioral prediction. 

 

   3 CH. Prerequisite  

 0403371 Infrastructure Security in Linux 0 6      0401332 

This course discusses the principles and management of system and network security on Unix and Linux systems.  

The students gain the skills needed to secure and protect Linux and Unix operating systems. The students will be 

able to selects and configures the most effective tools from Kali Linux to test network security and prepare your 

business against malicious threats and save cost. 

 

   3 CH. Prerequisite  

 0403375 Cybersecurity Ethics and Ethical 
Hacking 

0 6      0403242 

This course discusses the ethics and laws of ethical hacking. The course covers several cases in ethical hacking 

which entails trying to break into secure systems in order to expose vulnerabilities and enable risk-reduction 

measures.  The students will gain knowledge of the privacy and ethical concerns related to the professional code of 

conduct and the security of computer systems. 

 

   3 CH. Prerequisite  

 0403451 Digital forensic 0 6      0403272 

In this course, the principles and methods of digital forensics are covered both theoretically and practically. The 

course covers the sources of digital evidence, digital investigation, and computer forensics basics. Disk inspection, 

memory acquisition, and logging analysis are discussed in this course. Additionally, the training covers database, 

email, and registry forensics. 

 

   3 CH. Prerequisite  

 0403452 Secure system development and 
design 

0 6 
0401332 +0403272 

This course discusses different methods, frameworks, techniques and processes for modelling of secure software 

systems. However, activities of system requirements engineering, modelling and design are a part of overall secure 

software system development. So it is important how the modelling and design approach is situated within various 

stages of secure software system development. 
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   3 CH. Prerequisite  

 0403471 Secure Communications Protocols 0 6      0403375 

This course discusses Information Security Protocols. The course provides an overview of various security protocols 

and current technology used in protocols. In this course, the students will focus on the protocols that provide 

confidentiality, integrity, and authenticity of data such as X.509 public‐key infrastructure (PKI), the IP security 

protocol at the network layer (IPsec), the secure sockets layer protocol at the transport layer (SSL/TLS), and several 

application‐layer security protocols. The students will be able to implement different secure protocols and use 

secure communication tools such as SSL, VPN, and SSH to assure secure data communications. 

 

   3 CH. Prerequisite  

 0403472 Data integrity and Authentication 0 6      0403271 

This course addresses the concepts of data integrity and authentication in the context of cyber security. Students 

will gain the skills and knowledge needed to understand the importance of maintaining data integrity by ensuring 

its reliability, trustworthiness, accuracy, and consistency of the data throughout its life cycle, investigate the best 

practices for maintaining data integrity, learn about and use standard protocols and guidelines that impose data 

integrity during the design and creation of data repositories, identify possible security lapses, and design 

frameworks that maintains data integrity. 

 

   3 CH. Prerequisite  

 0403421 Reverse software engineering 0 6      0403221 

This course provides practical training in the application of basic technical processes and manual skills to graphic 

designers, interior designers and architects. Students learn the basics of font, contour, shading, texture, 

perspective, composition and negative and positive negative design ratios and movement. Students create many 

original works of art and collect a collection of their artwork. 

 

 

   3 CH. Prerequisite  

 0403431 Data Science applications in 
cybersecurity 

0 6      0403271 

This course aims to help students understand the challenges and the risk of Cybersecurity in data science 

applications. The students will learn how to involve tools that assure integrity, confidentiality and/or authenticity 

of data science applications to assure the security of data. The course will also teach students how to employ data 

science techniques to reduce the complexity of Cybersecurity techniques by using different AI optimization 

methods. 

 

   3 CH. Prerequisite  

 0403432 Bloackchain and Crypto Currencies 0 6      0403171 

This course provides a foundational understanding of blockchain, cryptocurrencies, and its applications. This 

course addresses important topics in blockchain technology including hashing, Merkle trees, nodes, mining, proof 

of work and proof of stake, consensus mechanisms encryption, vulnerabilities, decentralized computing, forks, 
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cryptocurrencies, coins and transactions, mining, public and private blockchains, Blockchains and cryptocurrency 

issues, blockchain attacks. 

 

   3 CH. Prerequisite  

 0403433 Malicious software 0 6      0403241 

This course covers the IT security concepts, tools, and best practices. The course introduces threats and 

attacks, a background of encryption algorithms and their used to safeguard data, Network security solutions, 

ranging from firewalls to WiFi encryption options. The course will introduce students to modern malware 

analysis techniques through readings and hands on interactive analysis of real-world samples.  Using the 

principles of reverse engineering, the students will be able to use tools that examine malicious software. 

 

   3 CH. Prerequisite  

 0403474 Cryptanalysis 0 6      0403271 

This course provides practical training in the application of basic technical processes and manual skills to graphic 

designers, interior designers and architects. Students learn the basics of font, contour, shading, texture, 

perspective, composition and negative and positive negative design ratios and movement. Students create many 

original works of art and collect a collection of their artwork. 

 

 

   3 CH. Prerequisite  

 0403476 Special topics in Cybersecurity I 0 6      Department Approval 

Topics will be assigned by the department on evolving cybersecurity techniques and related topics to support 

 the study plan and to encourage further research by students. 

 

   3 CH. Prerequisite  

 0403477 Special topics in Cybersecurity II 0 6      Department Approval 

Topics will be assigned by the department on evolving cybersecurity techniques and related topics to support 

 the study plan and to encourage further research by students. 

 

   3 CH. Prerequisite  

 0403477 Special topics in Cybersecurity III 0 6      Department Approval 

Topics will be assigned by the department on evolving cybersecurity techniques and related topics to support 

 the study plan and to encourage further research by students. 

 

   1 CH. Prerequisite  

 0403491 Graduation Project (1) 1 0      Department Approval+ 
completion of 99 Cr. Hrs. 
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The graduation project is an opportunity for students to employ their four-year experience and skills. 

The project targets two fundamental skills that students urgently need in their careers: software 

production and documentation.   In part 1 of the project (graduation project 1), students should plan for 

their project with the guidance of the advisor. The planning includes problem definition, objectives, 

state-of-the-art, system analysis, solution design, and required technologies to implement the project.  

 

   2 CH. Prerequisite  

 0403492 Graduation Project (2) 2 0      0403491 

Graduation project (2) is a continuation of the work accomplished in course number 0402491. This 

course includes the implementation, software testing, and software documentation. The documentation 

must follow professional guidelines, which include problem motivation, contribution, how the system 

addresses the problem, record all the analysis and design artifacts, and a user manual. Upon the consent 

of the advisor, students must defend their projects to finish the requirement for the graduation project. 

 


