
A. Cybersecurity-List of Competencies 

A. Knowledge and understanding 

1. Overview of the theoretical and technical concepts related to Cybersecurity. 

2. Analyze complex information security and cybersecurity problems. 

3. Apply principles of Cybersecurity, Information security and other relevant 

disciplines to identify and propose secure solutions. 

4. Understand Cybersecurity contemporary issues and devise viable solutions for 

them. 

5. Understand and engage in continuing professional development. 
 

B. Practical Skills: 

1. Analyze, design, implement, and assess cybersecurity-based solutions to meet 

a given set of security requirements and policies. 

2. Use a variety of Cybersecurity programming languages and tools to implement 

solutions to overcome different cybersecurity problems and threats. 

3. Apply cybersecurity concepts, such as confidentiality, integrity, availability, 

authenticity, intrusion detection and prevention systems, and penetration 

testing in the development, evaluation and securing the software systems. 
 

C. Communication skills 

1. Communicate effectively in a variety of professional contexts. 

2. Recognize professional responsibilities and make informed judgments in 

Cybersecurity practice based on legal and ethical principles. 
 

D. Thinking skills: 

1. Think out-of-the-box and be ready to participate in IT- related business 

ventures. 

2. Understand and engage in continuing professional development. 

B. Cybersecurity Learning Outcomes 

Student learning outcomes describe what students are expected to know and be able to do by the 

time of graduation. By the time of graduation, the Cybersecurity’s Bachelor of Science program 

must enable students to attain an ability to: 

1. Apply Cybersecurity theory and secure software development to produce secure 

solutions. 

2. Determine the efficiency and effectiveness of secure solutions as well as readiness and 

awareness toward cybersecurity. 

3. Utilize the latest tools and technologies in Cybersecurity to develop creative and 

innovative secure solutions.  

4. Function effectively as a member or leader of a team engaged in activities appropriate to 

the program’s discipline. 



5. Conduct scientific research and practical Cybersecurity projects that produce secure 

software solutions. 

 

 Mapping among CLOs and LoCs 

 A1 A2 A3 A4 A5 B1 B2 B3 C1 C2 D1 D2 

PLO1 X  X   X  X     

PLO2  X        X   

PLO3     X  X      

PLO4         X   X 

PLO5    X      X X  

 


